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A Critical Review of the Purposes and Authenticity of E-
Assessment Policies and Practices 

 

Abstract: In general, the overall purpose of assessment is 
to account for the knowledge, skills, dispositions, and atti-
tudes that learners possess as a result of their educational 
experiences. In recent times, there has been an increased 
emphasis on the role of technology-enhanced assessments, 
which have mainly been referred to as e-assessments, to im-
prove assessment designs through the use of innovative 
digital tools. However, it is important that these changes are 
directed and driven by appropriate education policies to en-
sure that the attendant practices remain authentic by 
demonstrating alignment between the pedagogies used in 
curriculum coverage and the digitised assessment tools and 
modalities. This was a literature-based study examining the 
purposes of e-assessment and reflecting on the authenticity 
of attendant policies and practices in South Africa, in rela-
tion to the extant pedagogical practices and learners’ class-
room experiences. From the literature, four most-cited pur-
poses of e-assessment were identified and described, 
namely (a) efficiency and scalability, (b) enhanced feedback, 

(c) data-driven insights, and (d) accessibility and flexibility. The policy challenges faced by the 
country in relation to authentic e-assessment are presented and described. These include ques-
tions of validity and reliability, equity and inclusion, pedagogical alignment, and academic integ-
rity, while implementation challenges encompass technical, training and support, ethical and 
privacy concerns, technological infrastructure, cultural and linguistic relevance, and data man-
agement and privacy considerations. It is argued that a better understanding of these challenges 
and opportunities brought about by these reflections would contribute significantly towards the 
development and implementation of well-rounded digital education policies in South Africa. 

1. Introduction 

E-assessment, or electronic assessment, is the use of digital tools and platforms to design, 

deliver, and manage assessments (Chirumamilla & Sindre, 2019; Doğan et al., 2020). The rise of 

e-assessment has transformed educational practices, aiming to enhance learning experiences, 

streamline administrative processes, and provide richer data for evaluating learner performance 

(Doğan et al., 2020). In South Africa, despite the publication of the White Paper on e-Education 

in 2004, which required that “every South African learner in the general and further education 

and training bands should be able to use ICTs confidently and creatively to help develop the 

necessary skills and knowledge needed to achieve personal goals and to be active participants in 

the global community by 2013” (De Beer, 2022, p. 1), this was not achieved by the set target 

date. Consequently, e-assessment remained in an early, experimental phase, generally limited to 

a few progressive and well-resourced schools when the COVID-19 pandemic struck 
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(Labuschagne, 2023, p. 3). Most teachers and learners had insufficient access to online platforms 

and lacked the necessary devices, such as computers and/or tablets, as well as internet 

connectivity to implement widespread e-assessment (Yakobi et al., 2022, p. 110). 

In a significant way, the COVID-19 pandemic acted as a catalyst, forcing a rapid shift toward 

digital education and assessment across South Africa. As schools transitioned to remote 

education, there was a marked shift towards using online platforms for assessments. The 

COVID-19 period highlighted the need for more robust digital infrastructure and e-assessment 

tools. Some private and progressive public schools made major strides with e-assessment tools. 

Schools in urban areas, especially private schools, performed much better in adopting e-

assessment, using computers and digital platforms to assess learners. However, the majority of 

South African schools still relied on traditional paper-based methods for assessments, as the 

digital divide and infrastructural challenges hindered the widespread adoption of both e-learning 

and e-assessment, particularly in rural and underserved areas. Other challenges included 

shortages of resources, leadership, government funding, and infrastructure (Yakobi et al., 2022, 

p. 110). 

This situation still largely prevails across the country. South Africa has been gradually 

incorporating e-assessment technologies into its educational systems, but various challenges and 

considerations continue to affect widespread implementation. These are highlighted in this 

paper. 

1.1 Problem statement 

The purposes and authenticity of e-assessment policies and practices raise important questions 

about their effectiveness, equity, and impact on education (Mimirinis, 2019). Key principles 

include the importance of developing assessments offline to ensure quality and reliability, the 

use of Bloom's Taxonomy to structure assessments, and the selection of appropriate tools to 

match specific skills and learning objectives (vd Westhuizen, 2016; Mohan, 2023; Maphalala et 

al., 2024).The focus is also on maintaining the integrity and security of assessments while 

adapting to both synchronous and asynchronous learning environments. Indeed, as Maphalala 

et al. (2024) observe, securing online assessments against academic misconduct has been a major 

concern in e-assessment practices, thereby necessitating the use of proctoring software. 

Typically, e-proctoring systems “employ various methods, such as webcams, screen sharing, and 

biometric identification, to ensure the integrity and security of assessments delivered over the 

Internet” (Terblanche, vanRooyen & Enwereji, 2024, p. 1). 

Post Covid-19, South Africa still faces challenges such as the lack of technological knowledge 

and internet connectivity, as well as poor digital infrastructure at schools, homes, towns, and 

cities (Labuschagne, 2023). These issues are compounded by the imperative of enforced 

utilisation of Annual Teaching Plans (ATPs), along with insufficient targeted and comprehensive 

continuous teacher professional development (CTPD) programmes and concomitant e-learning 
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materials that can facilitate the meaningful enactment of e-assessment in various educational 

settings (Labuschagne, 2023). At the centre of all this is an enabling policy framework to ensure 

that every student has access to data and internet resources. 

This paper examines the purposes of e-assessment in South Africa’s schooling sector and reflects 

on the authenticity of South Africa’s policies and practices in relation to existing pedagogical 

practices and learners’ classroom experiences. In doing so, it is envisaged that the paper will 

contribute towards a better understanding of the challenges and opportunities that must inform 

the development and implementation of digital education policies, including digitised 

assessment.  

2. The Benefits and Purposes of E-Assessment  

There is a danger that the rush towards the establishment of policies, frameworks, and practices 

for e-assessment may be driven by the desire to appear modern as well as the need to attain 

efficiencies, at the expense of validity and authenticity. In this paper, the four most-cited 

purposes and benefits of e-assessment are identified and described, namely (a) efficiency and 

scalability, (b) enhanced feedback, (c) data-driven insights, and (d) accessibility and flexibility. 

These are now briefly described. The paper ends by presenting some challenges and matters for 

consideration. 

2.1 Efficiency and scalability 

In the domain of education, one commonly cited benefit of e-assessment is its efficiency. As 

Didmanidze et al. (2023, p. 1) point out, e-learning and e-assessment “have become a 

transformative force, revolutionising the learning process to enhance accessibility, engagement, 

and efficiency.” In particular, various forms of e-assessment offer significant improvements in 

efficiency and scalability, making them increasingly popular in educational and professional 

settings (Ion & Mercader, 2024; Zinke et al., 2024). They enable large numbers of learners to be 

assessed simultaneously and, through the automation of scoring and feedback processes, reduce 

the administrative burden on educators (Parker, 2023). 

Typically, e-assessments include objective-type questions and other formats that can be graded 

automatically, thereby reducing the workload for educators and ensuring faster feedback for 

learners. Thus, one important benefit of e-assessment is that it helps learners better understand 

their performance and areas for improvement (Garcia, Macaballug & Perez, 2024; Ion & 

Mercader, 2024). Furthermore, e-assessment eliminates the need for paper, printing, and 

physical storage, leading to cost savings and environmental benefits (Perry et al., 2022; Alfarisy 

& Patria, 2023). Indeed, managing tests online simplifies scheduling, distribution, and 

invigilation, further reducing administrative burdens (Ghimire & Khanal, 2022). 

Another aspect of the efficiency of e-assessment is accessibility. Test-takers can often choose 

the time and place for their assessment, thereby increasing accessibility for those with different 
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schedules or needs (Iderima, 2023). Furthermore, e-assessment platforms can be designed to 

accommodate various accessibility requirements, including screen readers and adjustable text 

sizes. Iderima (2023) further points out that accessibility is enhanced as wide-area networks 

expand connectivity, allowing remote networks to be connected across multiple long-distance 

locations, making e-assessment available anywhere, anytime. By doing so, this “empowers 

learners by offering flexibility, personalisation, and instant feedback, while also enabling 

educators to gather valuable insights for continuous improvement” (Iderima, 2023, p. 122). 

Regarding scalability, e-assessments are easily scalable to large numbers of learners, making it 

feasible to administer standardised tests across multiple classrooms, schools, or even regions, 

thereby allowing for the collection of large datasets that can inform broader educational 

strategies and policies (Huber et al., 2022; Isaias et al., 2023). In particular, Huber et al. (2022) 

point to the potential benefit of e-assessment in enabling scaled-up assessment-for-learning. 

Furthermore, online platforms ensure that all test-takers have a consistent testing experience, 

which can help maintain standardisation and fairness (Gürbüz et al., 2024). In addition, digital 

assessments facilitate easy collection, analysis, and reporting of data on a large scale, providing 

valuable insights for educators and administrators (Fischer et al., 2020; Maki & Shea [eds.], 2023). 

Therefore, overall, e-assessments enhance the efficiency, scalability, and effectiveness of the 

assessment process, benefiting both educators and learners. 

2.2 Enhanced feedback 

E-assessments can provide immediate feedback, which is crucial for learning, allowing learners 

to understand their mistakes and learn from them promptly (Ghouali et al., 2020; Joshi et al., 

2020). This immediate response helps learners identify their strengths and areas for 

improvement, thereby reinforcing learning, aiding better retention of information, and fostering 

a more responsive learning environment (Olasina, 2023). In a study involving South African and 

Nigerian students, Olasina (2023, p. 144) reported that e-assessments enhanced students’ 

knowledge construction and accessibility by offering “benefits like instant feedback and 

personalised learning experiences, leading to improved problem-solving skills and decision-

making.” 

Indeed, formative assessments and timely feedback support self-regulated learning, helping 

learners monitor their performance and make necessary adjustments. This enhances learner 

engagement and the attainment of learning outcomes (Gikandi et al., 2011; Mafenya, 2016; 

Anastasopoulou et al., 2024). In particular, immediate feedback from e-assessments plays a 

crucial role in facilitating effective learning by allowing learners to quickly address 

misconceptions and reinforce their understanding of the material. As Anastasopoulou et al. 

(2024, p. 115) elaborate, the integration of e-assessment into formative assessment has 

revolutionised modern education by enhancing the learning experience and transforming how 
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educators evaluate student progress to, inter alia, provide “real-time feedback, personalised 

learning pathways, and increased engagement.” 

2.3 Data-driven insights 

One important purpose and benefit of e-assessment relates to the extent and depth of data that 

can be collected within a very short period of time (Kaspi & Venkatraman, 2023). Worldwide, 

many educational institutions have completely switched to online teaching and assessments 

following the Covid-19 pandemic. South Africa is also attempting to follow suit.The digital 

nature of e-assessments allows for the collection and analysis of extensive data on learner 

performance (Kaspi & Venkatraman, 2023; Mukherjee & Pandey, 2023; ALKursheh, 2024). The 

collected data can be used to personalise learning experiences, identify at-risk learners, and 

inform instructional strategies (Anastasopoulou et al., 2024). By harnessing the power of data, 

e-assessments can transform the assessment process from a simple measure of performance to 

a dynamic tool for enhancing educational outcomes (Parker, 2023; Didmanidze et al., 2023). 

This is because e-assessment platforms collect a wide range of data points, including time spent 

on questions, patterns of answers, and specific areas where learners struggle (Didmanidze et al., 

2023). The data can be analysed to identify trends and pinpoint areas where learners need 

additional support. Using insights gained from e-assessment data, educators can tailor their 

teaching methods and materials to better suit individual learner needs. Personalised learning 

pathways can be created to address each learner's strengths and weaknesses, leading to improved 

overall performance (Parker, 2023). This is possible because advanced e-assessment systems use 

predictive analytics to foresee potential future performance based on current data. Educators 

can identify at-risk learners early and provide targeted interventions to prevent future academic 

difficulties (Bagunaid et al., 2022). Teachers can use the detailed analytics from e-assessments to 

refine their instructional strategies. For example, if data show that the majority of learners are 

struggling with a particular concept, teachers can revisit and reinforce that topic in their lessons. 

Additionally, e-assessments streamline the administrative aspects of testing, such as grading and 

record-keeping, freeing up educators' time to focus more on teaching and learner interaction 

(Didmanidze et al., 2023). Automated grading ensures consistency and reduces the likelihood of 

human error (Chen & Xu, 2024; Gambo et al., 2024). Furthermore, e-assessments allow for 

continuous monitoring of learner progress over time by enabling educators to track 

improvements and regressions, thereby providing a clearer picture of a learner's learning journey. 

Benchmarking against class or school-wide performance can also highlight where interventions 

are needed (Chen, 2023). Importantly, e-assessments can be designed to be more accessible to 

learners with disabilities, offering accommodations such as text-to-speech, screen readers, 

adjustable font sizes, high-contrast modes, and alternative input methods (Nacheva-Skopalik & 

Green, 2020; Laamanen et al., 2021). Such accommodations ensure that all learners, regardless 

of their physical or cognitive abilities, can participate in classroom activities effectively. This 

inclusivity ensures that all learners have an equal opportunity to perform well. 
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2.4 Accessibility and flexibility 

The flexibility offered by e-assessments makes them a powerful tool for accommodating diverse 

learner needs and schedules, as they can be accessed from various locations and devices 

(Alruwais et al., 2018; St-Onge et al., 2022). By providing location and device independence, 

accommodating different learning styles, and integrating accessibility features, e-assessments 

ensure that all learners have the opportunity to demonstrate their knowledge and skills in a 

manner that best suits their individual circumstances (Bagunaid et al., 2022). This flexibility is 

particularly beneficial for learners who balance school with other commitments, such as part-

time jobs, those who are homebound due to illness or disability, those engaged in distance 

learning and inclusive education, as well as those involved in extracurricular activities or family 

responsibilities (Iderima, 2023). It also allows assessments to be taken during optimal times for 

individual peak performance, which can vary from learner to learner. This flexibility not only 

enhances learner performance but also promotes inclusivity and equity in education by 

eliminating the need for physical presence in a specific location, such as a classroom or 

examination hall (Alruwais et al., 2018). To facilitate this, e-assessments should generally be 

designed to be compatible with various types of devices—such as desktops, laptops, tablets, and 

smartphones. This ensures that learners can take assessments using the devices they are most 

comfortable with or that are readily available, thereby reducing barriers to participation. 

3. Questions Concerning the Authenticity of E-Assessment 

Some of the most prominent issues raised in the literature concerning the authenticity of e-

assessment include (a) validity and reliability, (b) equity and inclusion, (c) pedagogical alignment, 

and (d) academic integrity (Doğan et al., 2020; Ahmed & Sidiq, 2023; Tat & Kilic, 2024). These 

issues are briefly reflected upon below. 

3.1 Validity and reliability 

In recent times, many teachers and learners have been forced to engage in teaching and learning 

in a relatively unknown space – the digital space, mainly as a result of the Covid-19 pandemic. 

The pandemic has had the impact of an accelerated adoption of online assessments across the 

global educational spectrum (Terblanche et al., 2024). On the face of it, many schools, educators 

and learners may appear to have embraced the new reality of, inter alia, remote teaching and 

learning. However, at the back of their minds, many of them remain with many questions, while 

uncertainties linger, which still need to be addressed and clarified about different aspects of this 

new reality. Some of these questions include the accuracy, validity, security, integrity, and quality 

of e-assessment (Ningsih, 2024). In the middle of all this, there is a realisation that developing 

good online assessments that are reliable, fair, valid, and transparent is hard and often happens 

offline (Krans et al., 2022). 
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Some learners experience significant anxiety in traditional testing environments (Zhao, 2022; 

Solati et al., 2024). The ability to take e-assessments in a familiar and comfortable setting can 

help reduce this anxiety, potentially leading to better performance and a more valid assessment 

of their abilities and achievements (Meccawy et al., 2021). This control of the environment can 

make a substantial difference in how learners approach and complete their assessments. So, for 

assessments to be authentic and accurately measure the intended learning outcomes, concerns 

about the validity and reliability of e-assessments must be addressed, including any technical 

glitches that may arise, the potential for academic dishonesty, and the challenge of designing 

assessments that fail to go beyond rote memorisation to evaluate higher-order thinking skills. 

The reality of e-assessment, like other forms of assessment, is that it must be conducted before 

the learning, during the learning, and after the learning, because assessment has a triple function 

of diagnostic, formative, and summative (Aburumman, 2021; Venkateswari, 2020). Good 

teaching must be associated with learner assessment before, during, and after the learning. 

3.2 Equity and inclusion 

As already pointed out, the digital divide remains a significant barrier to e-education in many 

schools in South Africa. A considerable portion of the South African population lacks access to 

reliable internet connections and digital devices (Labuschagne, 2023; Terblanche et al., 2024). 

This digital divide is particularly pronounced in rural and underserved urban areas, where 

learners may not have the necessary technology to participate in e-assessments. Many schools in 

South Africa do not have the required infrastructure, such as stable electricity and adequate 

computer laboratories, to support e-assessments. This can severely limit learners' ability to 

engage with digital learning and e-assessment tools. Furthermore, economic inequalities mean 

that learners from low-income families may not be able to afford personal computers, tablets, 

or even internet access at home (Olasina, 2023). These disparities can lead to unequal 

opportunities in preparing for and taking e-assessments. 

Additionally, learners with disabilities may require specific accommodations to ensure equal 

participation (Nacheva-Skopalik & Green, 2020). Therefore, addressing equity and inclusivity in 

e-assessments in South Africa requires a multifaceted approach that tackles the digital divide, 

infrastructure deficiencies, socioeconomic disparities, and technical skills gaps. By implementing 

targeted strategies such as improving access to technology, investing in infrastructure, providing 

financial support, enhancing digital literacy, and ensuring language and cultural sensitivity, South 

Africa can move towards a more inclusive and equitable e-assessment system (Olasina, 2023). 

3.3 Pedagogical alignment 

Authenticity in e-assessment also involves aligning assessments with pedagogical goals (Ahmed 

& Sidiq, 2023). Assessments should measure learning outcomes, whereby learners 

demonstratewhat they know and, more importantly, what they can do (skills) (Gane et al., 2018). 

Learning outcomes can be low-level orhigh-level in reference to Bloom’s Taxonomy. The 
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taxonomy is a valuable resource for designing assessments, as it provides access to verbs that 

can be matched with learning outcomes. A taxonomy oflearning outcomes, along with 

accompanying language, helps the assessor scaffoldthe construction of their assessment items—

bearing in mind the purpose of the assessment and ensuring alignment between instructional 

activities and the espoused learning outcomes (Bijsterbosch et al., 2024). Furthermore, the 

assessor must ensure the use of correct and appropriate language to avoid confusing 

respondents. Lastly, they must ensure that e-assessment is the most suitable tool for what is 

being assessed. It is unjustified to impose e-assessment where other assessment modalities are 

better suited for the task (Saleh et al., 2022). Cognisance should be taken of the many different 

types of assessments that can be used—ranging from tests toprojects to performance-based 

tasks to essays, among others. Each of these has a particular function that may be appropriate 

orinappropriate, depending on what needs to be assessed. Therefore, choosingthe right 

assessment tool or method is crucial. Additionally, effective e-assessments should be integrated 

into the learning process rather than being a separate, summative event (Agostini & Picasso, 

2024). This integration ensures that assessments support learning and development. Without 

these practices, even the best technologywill not rectify a poorly designed assessment.  

3.4 Academic integrity 

E-assessment presents unique challenges and opportunities regarding academic integrity (Raza, 

2023; Terblanche et al., 2024). While e-assessments offer numerous benefits such as flexibility, 

accessibility, and data-driven insights, maintaining academic integrity requires careful planning 

and the implementation of various strategies. The ease of accessing information online raises 

concerns about plagiarism and cheating, necessitating robust systems in schools to monitor and 

prevent dishonest practices. This can be achieved by using invigilation software or designing 

assessments that minimise opportunities for cheating (Huber et al., 2022; Sabrina et al., 2022). 

Copying and pasting answers from the internet or from other learners becomes more feasible in 

an online environment.  

Identity verification is another challenge in e-assessment, as ensuring that the learner taking the 

assessment is the one enrolled in the course can be difficult without face-to-face verification 

(Farrow et al., 2021). Furthermore, unauthorized collaboration among learners during an 

assessment can be harder to detect online, while technical problems such as poor internet 

connectivity, software glitches, and hardware failures can lead to dishonest behaviour if learners 

exploit these issues to gain extra time or attempt multiple submissions (Labuschagne, 2023; Pillay 

& Balele, 2024). 

Balancing the benefits of e-assessments with the need to maintain academic integrity involves a 

combination of technological solutions, thoughtful assessment designs, clear policies, and 

ongoing education (Huber et al., 2022). By addressing the unique challenges posed by e-

assessments and implementing robust integrity measures, schools can uphold high standards of 



 

 - 142 -                                                                                                                     40th AEAA Conference Proceedings, 2024                                                                                   

honesty and fairness in the digital learning environment. Some strategies have been suggested 

to enhance academic integrity in e-assessments (Pagaling & McDermott, 2022; Turner et al., 

2022). 

4. Policies and Practices in Relation to Pedagogical Practices 

This discussion is divided into two sections, as indicated below. 

4.1 Policies and practices 

South Africa's educational policies emphasise the need for continuous improvement and 

standardisation in e-assessment practices to accommodate the diverse educational needs across 

the country (Mafenya, 2016; Yakobi et al., 2022). Over time, the country has increasingly 

integrated e-assessment practices into its educational framework, driven by the demand for more 

flexible and accessible assessment methods. The e-assessment framework incorporates various 

forms of electronic assessments, such as e-testing, e-portfolios, and e-moderation, to ensure 

comprehensive evaluation methods (Keengwe, 2022). These assessments aim to be fair, reliable, 

valid, and transparent. To achieve this, there must be an effective alignment between espoused 

knowledge and skills on one hand and learning outcomes on the other. This necessitates the 

development of an e-assessment framework supported by policies and practices designed to 

leverage digital technologies to enhance educational outcomes, thus improving the quality and 

reach of education through digital means (Mafenya, 2016; Uunona & Goosen, 2023). 

The South African Qualifications Authority (SAQA) outlines comprehensive policies for the 

recognition of prior learning (RPL), which also impact e-assessment practices. Considering that 

RPL seeks to foster inclusivity, equity, and redress, e-assessment in RPL must ensure that 

assessments are accessible and fair for all learners, irrespective of their diverse backgrounds and 

needs (Snyman & Van den Berg, 2018; Hlongwane, 2019). The policies are designed to support 

strategic planning and quality assurance in e-assessment practices. The authenticity of South 

Africa's e-assessment policies and practices can be evaluated by examining how well these 

policies integrate with existing pedagogical practices and the real classroom experiences of 

learners. For its part, the National Development Plan Vision 2030 highlights the importance of 

ICT in education, aiming for all learners to be ICT-capable. 

4.2 Classroom experiences of learners 

With respect to the classroom experiences of learners, there are three major issues to consider: 

accessibility and equity, engagement and motivation, and feedback and improvement (Kelly & 

Zakrajsek, 2023). Starting with accessibility and equity, one of the main challenges in 

implementing e-assessments in South Africa is ensuring that all learners have equal access to the 

necessary technology (Olasina, 2023; Didmanidze et al., 2023). This relates not only to hardware 

and software but also to reliable internet connectivity, device availability, and digital literacy 
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(Pillay & Balele, 2024). Thus, there is a need for policies that address these disparities to ensure 

that e-assessment is equitable. 

The second point concerns engagement and motivation. E-assessments should be designed to 

engage learners and motivate them to perform well by, among other things, incorporating 

gamified elements, interactive content, and instant feedback mechanisms that make the learning 

process more dynamic and enjoyable (Anastasopoulou et al., 2024; Majjate et al., 2024). Indeed, 

interactive and adaptive e-assessments can make the assessment process more engaging for 

learners, while features such as gamification, multimedia elements, and adaptive difficulty levels 

can maintain learner interest and motivation (Parker, 2023). This personalised approach helps 

sustain engagement and appropriately challenge learners, thereby improving their learning 

outcomes. 

Finally, feedback and improvement are vital aspects of assessment. Authentic e-assessment 

practices should provide timely and constructive feedback to help learners understand their 

strengths and areas for improvement (Mukherjee & Pandey, 2023; Parker, 2023). This feedback 

should be actionable and guide learners in their ongoing learning journey. Indeed, e-assessment 

practices can play a crucial role in modern education, and one of their key features should be 

the provision of timely and constructive feedback. This can significantly enhance the learning 

experience by ensuring that feedback is not only timely and constructive but also fosters 

continuous improvement and deeper understanding (Pillay & Balele, 2024). 

There are various ways through which learners can receive immediate feedback from e-

assessment tools. These include (a) automated feedback systems that provide instant grading, 

thereby allowing learners to receive immediate feedback on their performance; (b) personalised 

feedback, even with respect to open-ended questions, where teachers leave detailed comments 

to help learners understand their mistakes and learn from them. This may also include providing 

more nuanced feedback, such as highlighting areas where the learner made mistakes and 

suggesting resources for improvement; (c) providing learners with clear rubrics to help them 

understand the grading criteria and what was expected of them; (d) tracking learner performance 

in real-time, allowing teachers to identify and address issues promptly; (e) offering balanced 

feedback that highlights both strengths and areas for improvement, along with specific 

suggestions on how to improve, such as additional reading materials, practice exercises, or tips 

on study techniques; (f) setting up online forums where learners can ask questions about their 

feedback; (g) encouraging learners to provide feedback on the quality and usefulness of the 

feedback they receive; and (h) regularly updating e-assessment tools based on user feedback to 

enhance their effectiveness and usability (Mukherjee & Pandey, 2023; Parker, 2023; Pillay & 

Balele, 2024). 
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5. Challenges And Considerations 

The above, notwithstanding, there are some challenges in implementing the policies and 

strategic plans aimed at achieving e-assessment as envisaged in planning documents. These 

include the following:  

5.1 Technical challenges 

The successful implementation of e-assessment depends on a reliable technology infrastructure 

(Ngqondi et al., 2021; Ahmed & Sidiq, 2023). Issues such as software malfunctions, cybersecurity 

threats, and inadequate technical support can undermine the effectiveness of e-assessments 

(Parker, 2023). Key aspects include system reliability and availability, ensuring that e-assessment 

platforms are consistently accessible to users without unexpected downtimes, which is crucial 

for maintaining the integrity of the assessment process (Raza, 2023; Terblanche et al., 2024). 

Furthermore, the technology infrastructure must be scalable to accommodate a large number of 

concurrent users, particularly during peak assessment periods (Tat & Kilic, 2024). 

5.2 Training and support 

Proper training ensures that technology is used to its full potential, enhances the learning and 

assessment experience, and minimises technical issues (Parker, 2023; Ion & Mercader, 2024). 

Effective training for both educators and learners is crucial for the successful implementation 

of e-assessment tools. By focusing on comprehensive, practical, and ongoing training 

programmes, schools can ensure that both groups are well-prepared to leverage digital 

assessments to enhance the learning experience (St‐Onge et al., 2022). Therefore, both educators 

and learners need adequate training to use e-assessment tools effectively. Educators must be 

proficient in designing digital assessments and interpreting the data generated by these systems. 

Continuous professional development and technical support are essential to address these needs 

(Ahmed & Sidiq, 2023). 

For educators, understanding e-assessment tools is very important. They should undergo 

detailed training sessions on the functionalities and features of e-assessment platforms (St‐Onge 

et al., 2022). Training should focus on designing effective e-assessments that are fair, valid, and 

reliable, aligning with learning objectives. This should include hands-on practice to familiarise 

them with the tools and troubleshoot common issues. Educators should also learn to use e-

assessment tools to provide timely and constructive feedback to their learners, as well as how to 

configure automated feedback options to enhance learner learning (Agostini & Picasso, 2024). 

For learners, skill development is essential, particularly in navigating e-assessment platforms. 

They should be provided with step-by-step guides and video tutorials to help them understand 

how to use the tools effectively (Alruwais et al., 2018). Furthermore, familiarity with e-

assessments can be enhanced through 'practice tests', which help learners become comfortable 

with the formats and timing of digital assessments (Ahmed & Sidiq, 2023). Training should also 
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include strategies for managing test anxiety and ensuring a calm, focused approach to e-

assessments (Tat & Kilic, 2024). Joint training initiatives, such as educator-learner workshop 

sessions, are important where both groups learn together. Continuous technical support and 

troubleshooting assistance for both educators and learners are vital to address issues as they arise 

(Parker, 2023; Ion & Mercader, 2024). Additionally, it is important to collect feedback from both 

educators and learners about their experiences with the e-assessment tools to identify areas for 

further improvement and additional training needs. 

5.3 Ethical and privacy concerns 

The use of e-assessments raises ethical issues related to data privacy and security 

(Anastasopoulou et al., 2024; Majjate et al., 2024). Schools must ensure that learner data is 

protected and used responsibly. These ethical issues include data privacy with respect to (a) 

confidentiality – considering that e-assessments involve the collection and storage of sensitive 

personal information, including learner identities, performance data, and sometimes biometric 

data for authentication purposes; ensuring the confidentiality of this data is paramount to 

protecting learner privacy; (b) ensuring that only the necessary data is collected and retained for 

the shortest time required, i.e., data minimisation (Anastasopoulou et al., 2024); (c) ensuring that 

strong encryption methods are employed to protect data during transmission and storage, 

thereby preventing unauthorised access (Ally, 2024); (d) having robust access control 

mechanisms to ensure that only authorised personnel can access sensitive data (Kiennert et al., 

2017); (e) ensuring that participants are fully informed about what data is being collected, how 

it will be used, who will have access to it, and the measures in place to protect it (Ally, 2024); (f) 

ensuring that consent to participate in e-assessments is obtained freely, without coercion, and 

that participants have the option to opt out; and (g) minimising and, where possible, completely 

eliminating intrusiveness (Babo et al., 2020). 

Online invigilation tools, which may involve webcam monitoring, screen recording, and 

keystroke tracking, can be perceived as intrusive and raise concerns about surveillance and the 

potential for misuse of data (Maphalala et al., 2024). Furthermore, fairness and equity must be 

guaranteed, such that the use of surveillance tools, where necessary, is balanced against the need 

for academic integrity with respect to learners’ privacy and equity considerations (Selwyn, 2020). 

It is also important to ensure that automated grading/marking and invigilation systems do not 

incorporate biases that disadvantage certain groups of learners, inadvertently or otherwise, which 

could lead to unfair assessment outcomes (Gambo et al., 2024). Lastly, it is important to ensure 

that all learners have equal access to the necessary technology and internet connectivity to 

participate in e-assessments, thereby avoiding exacerbating existing inequalities (Noble, 2018). 

Overall, while e-assessments offer many advantages, addressing the ethical issues related to data 

privacy and security is crucial. Implementing robust data protection measures, ensuring 

transparency and informed consent, mitigating the intrusiveness of surveillance technologies, 
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and addressing potential biases are all essential steps in the ethical deployment of e-assessments. 

Transparency about data collection practices and obtaining informed consent from learners are 

crucial components of ethical e-assessment practices. 

5.4 Technological infrastructure  

The effectiveness of e-assessment depends heavily on the technological infrastructure available 

in schools. In many parts of South Africa, especially in rural areas, schools lack the necessary 

resources to support e-learning and e-assessment (Yakobi et al., 2022). The successful 

implementation of e-assessments hinges on a reliable and robust technological infrastructure 

that ensures system reliability, scalability, security, accessibility, technical support, and effective 

data management (Tat & Kilic, 2024). These factors collectively ensure a seamless and effective 

assessment experience for all stakeholders involved. Additionally, adequate technical support is 

essential to address any issues that arise during e-assessments, ensuring a smooth experience for 

both administrators and learners (Tat & Kilic, 2024). As Tat & Kilic (2024) further elaborate, 

the lack of technical support can have significant adverse consequences for e-assessments. 

Furthermore, security measures are crucial to protecting the integrity of e-assessments, including 

secure login processes, data encryption, and robust invigilation solutions to prevent cheating 

(Ketab, 2017; Sabrina et al., 2022). The infrastructure must support a variety of devices and 

internet connections to ensure that all learners can access the assessments equally (Yakobi et al., 

2022; Labuschagne, 2023). Moreover, efficient data management systems are necessary to handle 

the large volumes of data generated by e-assessments, ensuring secure storage, easy retrieval, and 

effective analysis of assessment results (Striewe, 2022; Al-Ali, 2024). Although South Africa’s 

policies seek to address the evident infrastructure gaps in the country, much still remains to be 

done beyond the capabilities and mandates of schools. The macro issues of internet connectivity 

and other enabling ICT capabilities extend beyond what schools can provide.  

5.5 Cultural and linguistic relevance  

E-assessment tools and content must be culturally relevant for South African learners (Yakobi 

et al., 2022; Khoza & Mpungose, 2024). This entails creating content that reflects the diverse 

cultural contexts of South African learners to make learning and assessments more relevant and 

engaging, as well as developing e-assessment platforms that support multiple South African 

languages to ensure inclusivity for all. Cultural relevance and contextual appropriateness require 

that assessment content reflects the diverse cultural contexts of South African learners, including 

references to local events, traditions, and societal norms (Ahmed & Sidiq, 2023; Khoza & 

Mpungose, 2024). Using culturally relevant content increases learner engagement with 

assessment tasks and motivates learners by making these tasks more relatable and meaningful 

Regarding linguistic relevance, South Africa has twelve official languages. This requires 

consideration of the diverse linguistic backgrounds of learners and ensuring that assessments 

are fair and comprehensible by providing instructions, questions, and feedback in the learner's 
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home or preferred language (Yakobi et al., 2022). Additionally, assessments must take into 

account the varying levels of language proficiency among learners and ensure that language 

barriers do not unfairly impact performance. This means that e-assessment tools should support 

multiple languages to accommodate all learners (Singh & Gokool, 2018; Naidoo & Gokool, 

2020). 

5.6 Data privacy  

With the increased use of digital platforms for assessments, ensuring the privacy of learners’ data 

is paramount (Anastasopoulou et al., 2024; Majjate et al., 2024). Accordingly, digital platforms 

must incorporate various security measures, such as randomised question order, secure login, 

and browser lockdown to prevent unauthorised access. The data must remain secure from 

interception or breaches, both in transit and at rest. Access should be granted based on the 

principle of least privilege, and multi-factor authentication (MFA) should be used as it adds an 

additional layer of security by requiring users to provide two or more verification factors to gain 

access (Terblanche et al., 2024). Furthermore, there should be clear policies in place to, inter 

alia, direct how long data is retained and how it should be disposed of once it is no longer needed 

(Parker, 2023). In addition, explicit consent should be obtained from learners and/or their 

guardians, as applicable, before access by third parties is granted. There should also be clear and 

accessible privacy policies outlining data handling practices (Raza, 2023). Regular security audits 

and vulnerability assessments should be conducted to identify and address potential security 

risks and weaknesses in the e-assessment platform, as well as a well-defined incident response 

plan to ensure that any data breaches or security incidents are handled promptly and 

effectively—thereby minimising damage and restoring security quickly (Okada et al., 2019). 

Finally, clear procedures should be in place for notifying affected individuals in the event of data 

breaches, and e-assessment platforms should comply with relevant data protection regulations, 

such as South Africa’s Protection of Personal Information Act (POPIA) (Rodrigues et al., 2017; 

Stallings, 2017). Thus, policies must include robust measures to protect learners against data 

breaches and misuse. 

6. Conclusion 

E-assessment policies and practices have the potential to revolutionise education by enhancing 

efficiency, feedback, data-driven insights, and accessibility. However, the authenticity of these 

assessments depends on addressing concerns related to validity, equity, pedagogical alignment, 

academic integrity, and ethical considerations. For e-assessments to be truly effective and fair, 

countries and schools must invest in reliable technology, provide adequate training and support, 

and uphold rigorous ethical standards. By doing so, they can harness the full potential of e-

assessments to improve learning outcomes and educational equity. In South Africa, ensuring the 

authenticity of the country’s e-assessment policies and practices requires a concerted effort to 

align them with current pedagogical practices and the real-world experiences of learners in the 
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classroom. This involves addressing issues of access, teacher preparedness, engagement, 

feedback, infrastructure, cultural relevance, and data security. By taking these steps, South Africa 

can leverage the potential of e-assessments to enhance learning outcomes and provide a more 

equitable and effective education system. Indeed, it should not be the case that a country rushes 

towards the establishment of policies, frameworks, and practices for e-assessment, driven mainly 

by the desireto appear modern, while failing to explicitly address how the e-assessments intersect 

with the learning processes. The danger is that such a rush may achieve some efficiencies and 

other practical advantages but may do so at the expense of validity and authenticity, especially 

for developing countries. 
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